remoteSwitchFramework

most flexible web based architecture approach



Flexibility counts

- don’t overload the mcu with running a full webserver + serving all webfiles to the client. A mcu is a mcu and not a
webserver. Don'’t interrupt the process of switching caused by webserver tasks delays.

- don’t story any kind of businesslogic besides the process of switching on the mcu.

- follow important software architecture and design principles: seperate hardware from process logic, seperate
process logic from presentation/ui

- keep the business logic under our control, so there is no need to upload the firmware of the mcu due to changes
in the (webstored) business logic. Easy bug fixing, easy updates!

- provide a default set for serving the web files from gro.cz, but be most flexible where to re-route the files to any
location needed.

- provide a default set of web pages for download/zip to be modified and stored to a (local) webserver

- new: provide a desktop app to spawn a webserver in the background. A user does not need to install a webserver

- Cave eat: Solve the problems due to browser compatibility and security. Since this system is complex and
support intensive, all files and firmware are copyright protected. This is not open source, but you as a customer of
gro.cz will have all benefits using it.

- All gro.cz/remoteSwitch devices implement the same API for http and websockets. So it's easy to implement it for
custom User interfaces, node red, Touch Portal or stream deck, your own Contest-Dashboard or mobile apps or
oror...



Decouple Ul from hardware = most flexible, always up to date
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Architecture in C++

main-process (orchestration) aka main.cpp

DeviceClass-Structure

HTTP-API

WebSocket




Web API: http&ws

wss://...:59/xxws




Simple Web APl commands

http://<ip>:59... ws:/[<ip>:59/xxws

/Get/ G

/Set<banknr>/<bitvalue> S/<banknr>/<bitvalue>

/set<banknr>/<pinnr>/<0/1> s/<banknr>/<pinnr>/<0/1>

/Lock L/<0/1>

/UnLock R

/Reset

[ESPStatus Special implementation 6by2: S/s is X/x
X/<banknr>/<bitvalue>/<radionr>
s/<banknr>/<pinnr>/<0/1>/<radionr>

Status requests and updates can be done by using http and/or websocket api.
Using the defaultUI, as configured in your custom config (json) file.




Using defaultUl
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Using Web API
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Using defaultUl: ...:59/index

logic.qro.cz*

h.mmmedia-online.de*

http://...:59/index

A

configuration.js

Load logic and configuration

Generate files to load:
[init.js','ShortCut.js','Globals.js','Lock.js','Group.js','UiHandler
.js','GetData.js','SetData.js','Helper.js',WebSocketClient.js'];

request...
...result

[[Custom_c.js','Profile_c.js','Disable_c.js','Label_c.js','BankD
ef c.js','LockDef c.js','GroupDef c.js";

Urls of logic and customfiles

request. ..

json-configuration/js

business-logic/js

default can be changed by paramaters* logic.qro.cz*
fixed path to configuration,js*



Using defaultUl: ...:59/index?<parameters>

t

ptd

css

redirect
ipofswitch
portofswitch
jsurl
customizeurl

nrofboards

<typeidentifier> for dominator (/I1to88)

url to full generic generator (/1to88)

url to css file (configuration.js)

redirect to specified url (configuration.js)

(local) ip or url of the switch (configuration.js) (without protocol)

port 59 as default firmware port (configuration.js)

url where all the js files are located (configuration.js) (without protocol)

url where all config json files are located (configuration.js) (without protocol)

number of 16¢ch banks (only caller.ntml, see “files on local computer”)



Using defaultUl: ...:59/I1to88

http://...:59/11to88

A

request...
...result

Client

local or somewhere.com* Purpose:

<generic>-Page (js or php, etc.) is
responsible to inject the urls for the
needed businesslogic and
custom-json files.

<generic>

Also the url for css is generated
and additional functions called (like
init() in onload())

Advantage:

- everything you want can be injected.

- place files wherever you want (local/sever)

- Chrome/Security problems solved since “switchip”
serving the html page



Using defaultUl: ...:59/I1t0887 <parameters>

t <typeidentifier> for generic generator like dominator.php (/11t088)
ptd url to full generic generator (/11t088) (incl. protocol)

+ all parameters of the generated urls to js-files

Using 11to88 solves the issue, that all pages should be served by the webserver, in this case the
impero (Cave eat). Issues with access private network can be solved. And this is the most flexible
way of page generation by javascript. All is dynamic :)



Restrictions and know issues

CORS - Cross origin requests

Affected: All browsers. Chrome vy restrictive.

Solution: Add header in firmware (done).

Use /111088, App, VPN, Firefox or Cors-Browser-Plugin if running into issues

APPLE IOS or OSX
Officially not supported since there is no OSX device available. DefaultUl might work since it was tested on
IPad, but more complex special Ul for gro-devices using Web API might not. Get in touch in case of issues.

Supported browser is Firefox
Since this is a real complex Solution, focus was on one browser with best platform compatibility. Chrome
might work, too, but not for the pinger.html for example... Please report bugs to remoteswitch(at)gmx.de

https

A small mcu is unfortunately in short of memory. The certificates and encryption takes a lot of performance.
So using a VPN is really recommended in general anyway, all traffic is http. Win-win-win for all. There might
be more an more issues with browser restriction, so using a https to http gateway might be useful one day.
We keep our eye on that issue!



Restrictions and know issues

Upcoming: F***ing Chrome implementation of RFC preventing CSRF
Chrome decided to go his own way with private network access. Using the /11to88 system will help here, but
atm you still can do this if you are forced to use chrome (maybe older portable versions will help,too):

A Experiments X +

< C ® Chrome | chrome://flags

Q, Search flags Reset all

Experiments 106.0.5249.119

WARNING: EXPERIMENTAL FEATURES AHEAD! By enabling these features, you could lose browser data or
compromise your security or privacy. Enabled features apply to all users of this browser. If you are an enterprise
admin you should not be using these flags in production.

Interested in cool new Chrome features? Try our beta channel

Available Unavailable

® Block insecure private network requests.
Prevents non-secure contexts from making subresource requests to more-private IP

addresses. See also: https://developer.chrome.com/blog/private-network-access-update/ — Disabled v
Mac, Windows, Linux, ChromeOS, Android, Fuchsia, Lacros Default
#block-insecure-private-network-requests Enabled

Disabled



Option (A) Using Files on your local Computer



Option (D) Using your own webserver (local/public)



